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ABSTRACT: Secret sharing schemes are used for
increasing the security of important information. A type of
secret sharing schemes is the anonymous threshold
scheme. In this paper, the (2, 7) anonymous threshold
scheme for result processing scheme in the Department of
Statistics, University of lIbadan, Nigeria was proposed.
The (49, 56, 8, 7, 1) Resolvable Balanced Incomplete
Block Designs (RBIBD) was selected from a standard list
of RBIBDs. The parallel classes for the RBIBD were
constructed using a successive diagonalizing algorithm.
The (2, 7) anonymous threshold scheme was developed
using the parallel classes of the selected RBIBD. The
threshold scheme was then applied to Result Processing
Scheme in the Department of Statistics, University of
Ibadan. The scheme developed satisfied the security and
integrity requirements since a single participant cannot
access the program used for computing the students’ result.
This makes it better than the one currently in use in the
Department.
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1. INTRODUCTION

Keeping secrets is as old as man. In the early times,
human beings kept secrets by inscribing special
writings on rocks and walls, keeping of special
articles in earthen wares and burying underground
etcetera. This has changed drastically today where
secrets are kept using advanced forms of computer
technology. Most of our personal information are
now on the databases of government, banks,
healthcare institutions and other organisations. When
these secrets are properly managed, our lives,
businesses, political activities and so on are
ultimately protected. Secure key management has
been an active area of research since the independent
works of ([Sha79]) and ([Bla79]).

2. SECRET SHARING SCHEMES

Secret sharing is a method of dividing a secret k
among a set of P={P,, P,..., P,} of n participants.
Each of the participants is given a part (share) of the
secret in such a way that only certain qualified
subsets of the n participants can reconstruct the secret

by combining their shares while certain set of
participants get no information about the secret even
when their shares are combined ([Adh13]).

Variants of secret sharing schemes abound in
literature. These include the works of ([M+08, JGO6,
F+08, WYQ09, SC05, HL10, BNS16]) among others.
Some applications of secret sharing schemes, which
include missile launching and opening a bank vault,
can be found in ([BS96]) and ([K+02]). In this paper,
the (2, 7) anonymous threshold scheme was applied
to result processing scheme in the Department of
Statistics, University of Ibadan, Nigeria.

Definition 1 ([Sti04]):

Suppose that t and w are integers such that 2<t<w. A
perfect (t,w) - threshold scheme is a method of
sharing a secret value k among a finite set P={P;, ...,
P,} of w participants in such a way that any t
participants can compute the value of k but no group
of t-1 (or fewer) participants can compute any
information about the value of k from the information
they hold collectively.

Definition 2 ([SV88]):

The threshold scheme is an anonymous threshold
scheme if the secret can be reconstructed without
knowledge of which participants hold which shares.
The computation of the secret can be carried out by
giving the shares to a black box that does not know
the identities of the participants holding the shares
([BS96]).

Ideal anonymous secret sharing schemes, a type of
anonymous threshold schemes, were investigated by
([PP92]). In this scheme, the size of the shares given
to each participant is equal to the size of the secret.
They also proved that an ideal anonymous (t,w) -
threshold scheme can be realized if and only if t=1 or
n. The (2,w)-threshold scheme was characterized by
([Mia03]) in terms of a regular difference family
while ([DGLO07]) constructed anonymous secret
sharing schemes using combinatorial designs.
Definition 3 ([Sti04]):

A perfect (t, w)-threshold scheme is an anonymous
threshold scheme if the following two properties are
satisfied:

1. the w participants receive w distinct shares,
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2. the secret can be computed solely as a function of t
shares, without the knowledge of which participant
holds which share.

3. BALANCED INCOMPLETE BLOCK
DESIGNS (BIBD)

Balanced Incomplete Block Designs are binary,
proper and equi-replicated designs that possess
optimal properties with various applications.
Definition 4 ([IMRO07]):

Let v, b, ., w, 4 be positive integers such that
v>w>2. A Balanced Incomplete Block Design
(BIBD) is a pair (V, B) where V is a v-set and B is a
collection of b w-subsets of V (blocks) such that each
element of V is contained in exactly r blocks and any
2-subset of V is contained in exactly A blocks. The
integers v, b, r, w, and 1 are the parameters of the
BIBD.

Definition 5 ([Sti04]): Resolvable
Incomplete Block Design (RBIBD)
Suppose (V, B) isa (v, b, r, k, 1) BIBD. A parallel
class in (V, B) is a subset of disjoint blocks from B
whose union is V. A partition of B into r parallel
classes is called a resolution, and (V, B) is said to be
a Resolvable BIBD if B has at least one resolution.
The necessary conditions for the existence of an
RBIBD can be found in ([AGYO07])

The b blocks are grouped into sets with each group
containing each treatment once. This is of great
advantage in experiments where it is feasible to run
and analyze the design replicate by replicate or omit
some replicates ([CR00])

Theorem 1: ([Sti04])

Suppose there is a resolvable (v, b, r, w, 1)-BIBD.
Then there exists an anonymous perfect (2, w)-
threshold scheme with |S| = vand |K]=r = (v — 1)/(w
—1). S is the share set and K is the set of r possible
secrets.

Balanced

4. OVERVIEW OF RESULT PROCESSING
SCHEME IN STATISTICS DEPARTMENT,
UNIVERSITY OF IBADAN

Result processing issues are highly sensitive matters
in any University setting. In the Department of
Statistics, University of Ibadan, result processing
issues are handled through the collaborative efforts of
the Head of Department (HOD), the Examination
Officer, the Undergraduate Final Year Level Adviser
and two Computer System Operators. The HOD is
the overall Coordinator of all examination and
examination results’ matters in the Department. The
Final Year Level Adviser coordinates students’
registration  while the Examination  Officer
coordinates undergraduate students’ examinations
and receives examination results from course

lecturers. The two System Operators ensure that the
students’ registration details and results are correctly
stored on the computer system. The program used for
computing the results was developed by a trusted
computer programmer who is not a member of the
University community. The HOD, Examination
Officer, the final year level adviser and the two
system analysts are all trained to handle the program.
Each of them is assumed to be trustworthy and each
has individual password that give him/her access to
the program. There is also a wireless intranet
provision that allows these five members to connect
their personal laptops to the main computer system
and the result computation can only be done in the
office where the main computer system is located.

5. METHODOLOGY

A (49, 56, 8, 7, 1)RBIBD was selected from a list of
RBIBDs in ([MR07]) because of its suitability to the
application area. A successive diagonalization
algorithm from ([KF79]) was used to generate the
parallel classes for the selected RBIBD. The parallel
classes generated are displayed in Table 1

Table 1: Parallel Classes for (49, 56, 8, 7, 1) RBIBD

1_[1 H5

1 |2 |3 |4 |5 |6 |7 1 |11 |21 |24 |34 |37 |47
8 |9 (10 |11 |12 |13 |14 2 [12 |15 [25 |35 |38 |48
15 |16 |17 |18 |19 |20 |21 3 |13 |16 |26 |29 [39 |49
22 |23 |24 |25 |26 |27 |28 4 |14 |17 |27 |30 |40 |43
29 |30 |31 |32 |33 |34 |35 5 |8 |18 |28 |31 |41 |44
36 (37 [38 [39 [40 (41 |42 6 |9 |19 |22 |32 |42 |45
43 |44 |45 |46 |47 |48 |49 7 |10 |20 |23 |33 |36 |46
Hz 1—15

1 |8 |15 |22 |29 |36 |43 1 |12 |16 |27 |31 |42 |46
2 |9 |16 |23 |30 |37 |44 2 |13 |17 |28 |32 |36 |47
3 |10 |17 |24 |31 |38 |45 3 [14 |18 [22 |33 |37 |48
4 |11 |18 |25 (32 (39 |46 4 |18 |19 |23 |34 [38 |49
5 |12 |19 |26 |33 |40 |47 5 19 |20 |24 |35 [39 |43
6 |13 |20 |27 |34 |41 |48 6 |10 |21 |25 |29 |40 |44
7 |14 |21 |28 |35 |42 |49 7 |11 |15 |26 |30 |41 |45
H3 1_17

1 |9 |17 |25 |33 |41 |49 1 |13 |18 |23 |35 |40 |45
2 |10 |18 |26 |34 |42 |43 2 |14 |19 |24 |29 |41 |46
3 |11 |19 |27 |35 |36 |44 3 [8 |20 [25 |30 |42 |47
4 112 |20 |28 |29 |37 |45 4 19 |21 |26 |31 |36 |48
5 |13 |21 |22 |30 |38 |46 5 |10 |15 |27 |32 |37 |49
6 |14 |15 |23 |31 |39 |47 6 |11 |16 |28 |33 |38 |43
7 |8 |16 |24 |32 |40 |48 7 |12 |17 |22 |34 |39 |44
H4 HS

1 |10 |19 |28 |30 |39 |48 1 |14 |20 |26 |32 |38 |44
2 |11 |20 |22 |31 |40 |49 2 [8 |21 |27 |33 |39 |45
3 |12 |21 |23 (32 |41 |43 3 |9 |15 |28 |34 |40 |46
4 |13 |15 |24 |33 |42 |44 4 |10 |16 [22 |35 |41 |47
5 |14 |16 |25 |34 |36 |45 5 |11 |17 |23 |29 |42 |48
6 |8 |17 |26 |35 |37 |46 6 |12 |18 |24 |30 [36 |49
7 |9 |18 |27 |29 |38 |47 7 |13 |19 |25 |31 |37 |43

6. THE RESULT PROCESSING SCHEME

Suppose that a seven (7) member committee, Py, Py,
.. P2, coordinates result-related issues for students in
the Department. The committee comprises of the
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Head of Department (1), the Examination Officer (1),
the Level Advisers (4) and the System Analyst (1).
Assume that a trusted dealer D, a third party outside
the Department, writes the computer program that
computes students’ results. To prevent unauthorized
access to the program, he devises a (2, 7) Anonymous
Scheme that allows any two of the seven member
committee access to the program. D shares the secret
key among the 7 committee members such that each
member receives a distinct share and the identity of
each shareholder is not linked to their respective
shares. The (49, 56, 8, 7, 1) RBIBD has point set V =
{1,2,3,.....,49}.

The b=56 blocks are arranged into r=v-1/w-1=8
parallel classes, denoted by 77, 1T, . Ik as shown in
Table 1 above.

Let K= (1, 2,...,r) be the set of secrets D can choose
from. Suppose that D chooses a secret value k from
the specified set of secrets. D shares the secret value k
among the set P = (P4, P,, ._P;) of w=7 participants.
In sharing the secret k, /<k<r, D chooses a random
block BelI, and gives the w=7 points in B to the 7
participants, each of the 7 participants receiving a
distinct share. The identity of each shareholder is not
linked to their respective shares. The share set S has
cardinality v=49. The (49,56,8,7,1)RBIBD and its
resolution are known to the 7 participants.

Assume that any 2 of the 7 participants with shares
say, 18 and 49 want to have access to the program,
they need to obtain the secret value k. The two
members submit their shares to the main computer
system, the shares submitted are kept secret by the
system and these shares are used by the system to
compute the secret value. For the computation, there is
a unique block B=(6,12,18,24,30,36,49) such that
(18,49)c B since 4 = 1 for the (49, 56, 8, 7, 1) RBIBD.
Thus, the parallel class 7Z that contains B is uniquely
determined as 77 and the secret is revealed as 8.

The scheme is anonymous because the computation
of the secret depends on the shares and not on the
identities of the shareholders. Since any one member
cannot access the program to compute the students’
results, the security and integrity requirements for the
scheme are satisfied. Thus, the scheme is preferable
to the one currently in use in the Department.

6.1 Security Requirement Analysis

To show that the scheme is secure, suppose that a
participant with share say, 12 wants to have access to
the program. He submits his share to the computer
system. The secret key cannot be determined because
12 eBrand B /7= where /< F<r. For any value F of
the secret, there is exactly one block Bg e/Z- such that
12 eBe Any of the r possible blocks could have been
used by D to distribute shares to the participants in P.
Thus, any possible value for the secret is consistent
for 12 €V and the secret cannot be uniquely obtained.

CONCLUSION

Secret sharing schemes are used for increasing the
security of important information. Different secret
sharing schemes abound in literature one of which is
anonymous threshold scheme. In this paper, the (49,
56, 8, 7, 1) RBIBD was selected from a standard list
of RBIBDs. The parallel classes for the RBIBD were
constructed using the successive diagonalizing
algorithm. The (2, 7) anonymous threshold scheme
was developed from the parallel classes of the
selected RBIBD. The (2, 7) anonymous threshold
scheme was then applied to Result Processing
Scheme in the Department of Statistics, University of
Ibadan. The scheme developed satisfied the security
and integrity requirements since a single participant
cannot have access to the program used for
computing the students’ result. This makes the
scheme better than the one currently being used in the
Department.
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