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ABSTRACT: The emergingproliferation of fragmented stage, a qualitati-HEAMS waser sd
healthcare applications has accounted for an conducted to evahie the performance of the developed
overwhelming high cost of maintaining healthcare eHAMS system. Results obtained reveal that cost
services and facilitiesclinical data seaity and privacy savings benefit of €1AMS is rated at 96%, reliability
concernsdecentralized data redundancy leadingnail (92%), availability (90%), privacy (90%), security (89%),
speed ofimprovement inhealthcare sevi c e s 6 d gualityvassurgnce (86%), user interface design (82%),
efficiency and more often than not, a total shutdown of ea® of use (78%) and user friendliness (76%) in that
health facilities Due to lack of communication among order. Thus, ¢HAMS is best suited for lovandmiddle
these decentralized and often similar healtiplications, income economies to realize improved Quality of
their relative characteristics and advantages are either healthcare servisedeliveryand facilitated efficiencyof
misaligned and/or duplicated in most cases. Hence, needsoperationswhile offering timely generation ofinformed

be that robust and integrated healthcare services decisions.

management applications, that cailaborativelydeliver KEYWORDS: Unified modeling design¢o-design,cost,
consolidatechealth@re objectives and facilitateigecost integrated healthcare services managemegstem
savings, seamless clinical information workflow, pharmacy audit, patient, low and middle income
optimum access and sharingf centralized clinical data countries

highly-efficient quality of service (QoS) anckaktime

accountability, be developed especially for the health 1 INTRODUCTION

systems in lowandmiddleincome economiesin this

paper, an integrated wdiased electronic HealthcAre The growing ubiquity of Information and

Managemggll System -{¢AMS)\G@R lpw-andmiddle Communication TechnologflCT) (mobile phones,

income economies was developed-HAMs is a internet. 3G/4G network. | t cloud
composite mobileompliant systenwith a collaborative internet, etwork, 10Wost Cloud servers,

framework that accommodatesl ect r oni ¢ p a tPPreoRgl digal gssigtanisipbletsand so on)has
record, electronic cash flow audit, electronic personnel Prought about transformational changes in the
record management, electronic pharmacy services and thetraditional approaches to healthcare service delivery
electronic healthcare services payment managementand mangement especially in developing
systems. Prior toits development, a sier s 6 n eeotiamieq[L+17]; [A+14]; [FI11]). This power of
assessmentvas conducted andhe possibility that € technology is increasingly being harnessed to

HAMS would offer some costavings benefivas also  reyolutionizeand improvethe quality of healthcare
modelled Thecollaborativemodel when evaluated based services especially for public healthsurveillance,

on Closed World AssumptioCWA) reveals that cost
savings benefit is huge. An undgrlg architecture for the . )
integrated develapent plan was also developed. Unified educatlon and awarenegs+17]; [Y+l?f])' Today,
modeling language and-shaped software development there exists ahug_e nL_meer ofelectronic _/ mobile
model were employed teco-design and orient the  (€/m)-Health applicationsnd systemsanging from
development of 41AMS. Interactive graphical user  €-pharmacyge-prescription [O+13]), telemonitoring
interfaces were develoge to implement eH AMS o6 ([F+13];, [Y+13]), public health information
designs in a visual studio integrated development ([WHOZ11]) to diseasesurveillance [L+16]) among
environment using C# language. The system database waspthers offering the healthcare services some
developed using SQL serverapplication At the testing  efficiencies and administrative faceliffg+14] and
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remote monitoring, diagnostic treatment, health
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[A+14] identified some impacts of technology
intervention in healthcare services delivery in the
context of developing economies to include
increased availability of often inaccessible quality
healthcare services and cost savings.

However, despite the increasing I|GMh-health
innovations major reasos for the poor quality
outcome of technology investments and intervention
in healthcare service deliveriynclude but are not
limited to the existence of severdtagmented
systems and applications with no or ligdebability

of interoperability within a particular healthcare
facility leading to high cost duplication ofCT
interventionefforts, rising clinical datasecurityand
privacy concerns ([Deel3} [AS12]; [Shil3;
[RK12]; [AAR1Q]); lack of functional technology
in-health innovation management paly ([VR17])
and where it exists, weak implementation ofuch
policies ([L+17]), disparities in health reports
obtained from nosuniform health applications, lack
of organized and webloordinated information
systems at all facilities in which healthcarg
delivered [VR17]; [L+17]) despite the increasing
investment in ICTin-health systems

As statedby Adenuga Kekwaleswe and Coleman
(JAKC 15)), healthcare systems are being confronted
with incessant proliferation of new systems
(hardware, software) and applications (proprietary
healthcare software solution$jor instance, remote
e-Health monitoring system (EHMS)CAALYX,
CyberPhysical Healthag System with Service
Oriented Architecture (CPHSSOAand Service
Oriented and ClouBased eHealth System
(SOCBeS) developed by Omat al (OTBOf]),
Rochaet al ([R+13]), Raoet al (R+12]) and
Benharrefet al. ([BS14]) respectively all serve the
same purpose of tracking and monitoring patients
towards early detection and prevention of chronic
diseases. Thisstablishesssertion ofduplication of
electronic intervention effort androng channeling
of limited funds thatould have served more critical,

which they are deployedMS17]; [WUOQ9]). More
often than not, ho the healthcarstakeholders and
managersan developing economies should respond
appropriately to this rising trein of fragmented,
similar and decentralized healthcare systems and
technologies remains an open problem.

Recently enterprise integration, a nemd emerging
field in computing, attempts to devise scalable
architectures and technologies to allow for
interacion between enterprise entities and
integration of systems currently in use with some
emerging ones without further investments in
acquiring new set of software and hardware
([AKC15]; [ZT12]). Basically the levels of
integration vary from physical, applation and
business to enterprise modelingl€05]). Physical
integration involves the interconnection of devices,
machines and networks; similarly, application
integration consolidates software applicationw a
database management systermgegration of all
underlying logical entities and learning models for
managing, controlling and monitoring business
processes is achieved through the business
integration procedures while the use of consistent
modeling framework can allow for enterprise model
integratim  (M+13]; [Sho®7]). The goal of
integration is to methodologically ensure generic
enterprisevide decision making costsavings,

increased availability and accessibilityof
technologies and syster({rul?)).
More ecifically, integration of healthcare

management systems will allow farmoreeffective
and efficient servicdsrendering via a number of
constituentomplementary health applications rather
than a series of disjointed systempBKMS17];
[AK12]; [CK10]). More so, it canbe viewed asa
critical measure towards the realization of reduced
chances of medical erroend contradicting set of
clinical information, emanatingvia decentralized
e/mhealth technologis from different
manufacturersvhile offering a more reliablenears

high benefit and relevant healthcare management to access anshare information among public health

purposes.Each of these applications has its own
peculiar technological standards,
software requirements which on acquisition might
require that a new infrastriwcal setup and/or
facilities be put in plac§KMS17]). Obviously, this
is an insurmountable challenge to loand middle
income economies in Africa due to the high cost

systems([Pepl7). In the same veinLange and

hardware and Mendling (LM 11]) also stressedthat developing

integrated healttase systems will promote
correction and standardization of disparate
technologies for interoperability and data

communicationtowards a more reliable and safe
exchange opublic healthdatg with the possibility

associated with the acquisition and maintenance of that, prior testing of integrated systemsorfm

these decentralized healthcare sei c e s 0
applications.Another similar problenis that, most
existing healthcare applications are developed
without prior planning ortaking into consideration,
scalability, portability, support for centralized access
to available recordsnd effective conmunication
needswith other applications in the facilities in
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i n tdiéfarentenanufacturense conductedor compliance

with standards before final deployment and use.
WHO (WHOO08]) emphasizedhe need to improve
the health systerthrough the promotion of health
services integration in low and middle income
countriesfor the targeed millennium development
goals to be metThis is in a bid on one hand to
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provide huge cost savings and on the other hand totimestamp)and finally thee-HPCS is developed to
improve administrative effectiveness, efficiency and capture all payments made to healthcare facilities for
quality of service delivery Furthermore, empirical  accessing healthcare servicéhe rest of this paper
evidences showing the development of such is organized as follows: Section 2 presents the
integrated syst ems f o r concdptea undetpioningsel relatedeworksbectiens 6

management ifow- and middleincome counies 3 details the materials and method used to orient the
are very limited [WHO17]; [WHOOQS§]). More often development of #1AMS including the eHAMS

than not, most referrephtegrated systems exig cost savings model and Needs assessment,
form of policies rather than in their actual architectural development plan and development
implementations[AKC15]). phases of ¢1AMS. Section 4 presé¢s the results
Integration of healthcare serviceasd management and discussion.Finally, Section 5 presents the
applicatiors is critically a big challenge to lowand conclusion and future research works.

middle-income countries in Africa; on one hand, due

to paucity of fundsneedd to conduct the process 2. CONCEPTUAL UNDERPINNINGS

a result of global economic recessiopMdrl4]; AND RELATED WORKS

[Mus10]), business cost associated with therging

of such systemsstaff training, security patches and According to the annual regoof 2016 releasedy
periodic updates, maintenance, license and servicethe Department of DefensgDpD16]), on integrated
charges([KMS17]; [HFQO9]) and on the other hand, information systems, DoD Legacy Healthcare
due to limited technical knowhow, availability, Systems(LHS) (comprising of theArmed Forces
quality assuranceand migration strategiedo be Health Longitudinal Technology Application
adopted(that is, a resolve oapproache$or generic (AHLTA), Composite Health Care System (CHCS)
harmonization of backend data, metadata (format, and the components of the Theater Medical
size, type)structuresand generic fronend design Information Prograndoint (TMIP-J) software) are
for anticipated compatibility among the applications currenty being replacedwith an OffThe-Shelf

to be integrated)[Marl4]; [WWV14]; [FOB12] (OTS) Electronic Health Record (EHR) System
[MSO08]). To enjoycomprehensive ancbllaborative which is an integrated, sustainable, scalable,
healthcare serviceslelivery in resource limited interoperable, flexible and mernized EHR system

as

settings the need to developntegrated healthcare of f eri ng excl usive feature

information systers)y based on a common set of The proposed OTS EHR system is sueh
technological standards that support exclusive data collaborativehealthcare system that consists of an
exchange and information sharingg imminent integrated inpatient/outpatient Best of Suite (BoS)
([VR17]; [Jen13). solution and Best of Breed (BoB) product(BpS
Therefore, m this paper, an integrated wéhsed exhibits a design architectureharacterized with
and mobilecompliant healthcare management common user interfaces, common business rules,
system for lowandmiddle income economies common workflows, unrestricted and pronguicess
taggedElectronic HealthcAre Management System to and sharing of a pool of common (centralized)
(eeHAMS) is developede-HAMS is acollaborative data It also aims to offer support towards eeend
healthcare system comprising of fiy®) health healthcare servicesOn the other handBoB is

applications whi ch ar e designaid pravidei exclusipeaatcess to aushéritatiiee a | t

record management system-H&MS), electronic and unrestricted sources of healthcare clinical data
cash flow audit system {€FAudit), electronic which in turn can be harnessed for public health
personnel record management systerPRMS), surveillance, disease epidemic prediction and
electronic pharmacy services management systemmanagement(DoD, 2016) BoB anticipates to
(eePSMS) and the electronic healthcare services interpretably enhancethe quality of care, public
payment capturing system-(#CS). eHRMS is health safety, healthcare management servicex
responsible for an up-to-date management of decision makingHowever, the proposed OTS EHR
patientsd6 healt h rregomal d ssystem i expectsditamnsglidata sevevak disparate

health facilities; on the other handC&Audit is a DoD legacy heldthcare systemsand facilitate
financial tracer fortracking inflow and outflow of accessibilityto common knowledge pool.
financial transactionsit each health facilityin real In a recent developmentpdiies of medical experts

time; furthermore, éRMS is responsible for safe and healthcare scientists like tBapan Industrial
keeping and updat e of Agdsaciationt df RadiotogickleSystedRadidl@icad
(employment history and biodata information}; e Society of North America (RSNA}lealth Level 7
PSMS is designed to manageaphmacy services (HL7), American Association of Physicists in
(drug in stock, drug sales, drug prescription and Medicine (AAPM) Health Information and
administration all with its associated activity Communication Standards Board (HELICS),
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Healthcare Information and Management Systems
Society (HIMSS) and American Society for
Radiation Oncology (ASTRO), with members from
Germany, France, Netherlands, United Kingdom,
USA, Switzerland, Spain, Canada, Belgium,
Sweden, New Zealand and Japaave beemeeting

to collaborate towards devdoping integrated
heal t hcare systemsod archi
standard for sharing, managing and integrating
electronic healthcare information and applications
more reliably and efficiently in a cosftfective
manner([Pepl7] [YshlLl]). To this end, mtegrated
healthcarestandard are now being developddr
managing storing, printingand transfer otlinical
information. For example, Digital Imaging and
Communications in Medicine (DICOM) an
integrated healthcare imaging standard was
developed bylintegrated Healthcardenterprise i
Radiation Oncology (IHERO) to streamline
workflow and interoperability of medical imaging
systemq[Pepl7). IHE cycle is presented in Figure
1. This technology enables seamless integratibn
and cooperatioramong medical imaging systems
including servers, printers, scanners, workstations
and network hardare from multiple manufacturers
which in turn hasbeenreportedto have increased
effectiveness and efficiency dfeatment planning
and management in healthcaezvices delivery.
Grandia ([Gral7]) while juxtaposing the past,
present and future of information systems in what is
referred to as fAA Fortui
I T | mpl ement ati ono
healthcare management services reqtirat new
health technologies with integrated capabilities for
multiple roles be prioritized over existing EMRs and
other clinical healthcare management applications.
The need to integrate multiple applications (clinical,
financial, patient health recordsamagement) was

of patient data (SUP which providesa pragmatic
solution thatallows exclusive access to healthcare
data generated by several fragmented set of
electronic patient recordEPR) systems within
hospitalsin Denmark SUP allows patient notes,
diagnoses, requisitions, contacts, prescriptions, drug
administration, clinical procedures, test results and
personal imformatioln dos e dntegrated amul mmccess
under a common architectureBuilt upon the
principle of arndfsdqeired fot e
sustainables y s t elewedopment the integrated

SUP has beenin use by citizens and majority of
hospitals across Denmarkwith chaecterized
flexibility and scalability through its modular design
strategiesThe concepts of Achar
Ause flexibilityo were ad
to change standards through modularization and to
determine the extent to which varying tasks and
activities can besimultaneouslysupportedby a
standard, rgsectively. In Figure 2, the block
diagram of theSUP solution is presented.

The SUP portal unifies the process of registering
pati ent s Patiemt AAtnainistrative Systems
(PAS), EPR and other -elealth management
systems in place using a MedCom XMLrsdard to

a SUP online database s
civil registry number, healthcare professionals can
seach the common data pool to view the patient
information through a web browser and secure
internet accessTwo pilot hospitalshaving three
differans EARy gystemsl tramt threef venidarsad t h c

e

st r echosem do tesBWPasblutiort based oncparformarca d

measures including but not limited to
interoperability, accessibility of data, usability,
efficiency, maintenance and security iSSug&lP
solution was conclusively reported to have make
significant contributions to a large extent in solving
information sharing and data access problems

strongly emphasized as a means to realize improvedamong EPR systems and other similar healthcare
performance of healthcare systems and enormousinformation systems in Denmarklowever,Jensen

cost savings in modern but resouomnstrained
clinical settings. Larry opined that most currently
existing health management applications utho

([Jen,3]) advocated th need for more efforts and
researches to be directed towardmilding a
common architecture, framework and technological

have been developed to support integrated and standard that would enhance interoperability and

scalable architecture that is characterized by a

comprehensive common data warehouse for
healthcare fully -operational performance

expectations to be met.

Jensen ([Jerl3]) developed a large scale

communityba sed proj ect ter me
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information sharing among different healthcare
services management systems beyosgdio-
temporalboundaries.

d AStandardized pull
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Figure 1: IHE cycle (Pepl7])
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Figure 2: The Block Diagram of the Standardized Pull of Patient DataSolution ([Jen13])

HEALTHCAREfirst ([Heal7) developed a

composite integratedElectronic Medical Records
(EMR) software solution consisting of four
healthcare information systems which are
operational and tactical systems, clinical and
administrative systems, subject and thaked

systems and fimeial systems. These systems
provide simple means of classifying information;
conducting administrative level management of
patient details; offering EMR management and
platform to track revenue and manage billing
submissions,  respectively. TriZetto  ([Tri08])

developedan Integrated Healthcare Management
(IHM) architectureto pioneer the development of

improved interactions and provision of relevant
information among healthcare providers and
stakeholders.

Tri Zet t-aged solutidAg include the Facets,
QNXT, CareAdvance Enterprise (CAE) and
TriZetto NetworX Suite. Facets and QNXT are
scalable, comprehensive, flexible and enterprise
wide core administr@n solutions. These set of
solutions has seen the convergence of the healthcare
management systems, information and proce&xes.
one hand, Facets integrates healthcare business
requirements (claims processing, risk fund
accounting/capitation, claims -peicing, referral
management, premium billing, hospital and medical

the next generation of healthcare management pre-authorization, electronic data interchange and

that IHM s
enhancing and

technologies. It was claimed
fundamental to transforming,
converging the

a unified system offering increased effeetiess of

customer service); and on the other hand, QNXT, a
service oriented architectubmsed open platform

heal t hc aroffersayhm tlientneelbaser asprdebface utilizinge s

web services (Simple Object Access Protocol

treatments, high cost of care savings and improved (SOAP), Extended Markup Language (XML) and

efficiencies of
converges the core benebf administration, care

heal t hc aNE®) tes enanage cheadthcareTsernvice® tike acdss

management, provider network management and so

management and constituent engagement technologyon.

competencies towards the realization ofoauated
flexible business process a bid tosupport diverse
plan designs and integration with thipdrty
solutions; support for increased collaboration and
enhanced communication as well as fostering
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Furthermore,CAE is a wekbased interactive and
collaborative platform for advanced management of
healthcare servicesdiseaseepidemic monitoring
and public health surveillancdt is developed to
ensure prompt maintenance of personal health and
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wellness; reduak administrative costs of & “Yo =B 6¢i©® Y 0O 0O 7Y
communicating with health stakeholders; timely "y ©)
interventions by healthcare providers; creation and § ¢ | ¢ O°Y O 0O Y Y
maintenance of personalized online health records

and disease surveillance campaign$riZetto Assuming that the cost value of all the variables
NetworX suite is an integrated set sbftware remain constant for all applications, then,
applicationsoffering total automation of all aspects

of advanced network managementealttime S "Y =B 6¢i0O Y D O Y
modeling, timely and accurate projection of financial - (4
implications of healthcare management contracts

during negotiation Summarily, on one hand, only  The positivevalue of "Y¢ indicates thathe

very limited works exist on integrated healthc_are development ole-HAMS will offer the anticipated
management system none of these works are tailoredygt savings benefit.

for use in lowandmiddle income economies; and

on the other hand, none of these works are tailored j; Userdneedsassessment

for use in resourckmited low-andi middle income

ecaomies. Us er préliminary needs assessment that
necessitatedhe development of the-lBAMS was

3 MATERIALS AND METHOD conducted with00 health workersdoctors, nurses,

_ _ ) pharmacists, hospital accountant®spital account
In this section, the needs assessment, architecturalygitors, cashiers, medil laboratory technologists
development plan and the development life cycle of 544 health stakeholdgralrawn from hospitalsin

e-HAMS are presented. South Western part of Nigeria and whose
~ distribution is presented in Figure Questionnaire
a. eHAMSONeedsAssessment and oral interviews were used as instruradiat the
_ eHAMS needs assessmenwhile descriptive
The needs assessment fei&MS was carried out statistics was adopted to analyze the data gathered
as follows: Having evaluated the features eHAMS especially
_ _ _ as it tends to offer high cost benefifsall the
I eHAMS ostsavings modeling respondents embraced the need for its development

, , as presented in Figuré Initial investigation was
Cost associated with -8l/AMS was modeled t0  conducted to identify the major challenges limiting

establish a theoretical basis to embark on its \yiger use of e/aHealth technologies prior to used
developmenshouldsuch model offer some positive  eeds assessment. order of rising concern among

cost savingbeneit _ healthcare workers and stakeholders, high cost
Let P = personnel cost, M = maintenance cost, scored 94%, lack of privacy (77.5%), insecurity
installation(acquisition) cost] = Training costlJ = (66%), low quality (53.5%) and technical kndww
cost of periodic updatess = license subscription (28 596) as shown in Figure .5This investigation
cost. revealed that cosis the major factor limiting the

In a closel world assumptionthat is, a logical  agoption andise of emerging ubiquitous eftealth
assumption that no other incurable soskistother techndogies for efficient and quality of service

than those that currently exigy C11]), Cost (C)for delivery in healthcare systems in the study area.
each application is estimated as:

s . . ¥ b. e-HAMS Architectural Development Plan
cC=(0o v Y Y Q)

) ) A four-modular architecture for the integrated
Total cost of incurring n Integrated Health  geyelopment of ¢1AMs is presented in Figure 6.

Management ApplicationsHMA ), This architecture was designed to allow for a
o detailed implementation plan that can guarantee

Fe: «<ta B 0£10 Y U 0 Y quality of intermediate development processes and
(2 strict compl i an eguiremenist h

specification to realize a robustHAMS. It allows
Since eHAMS is a composite system containing 5 for cost and benefits assessment especially the post
IHMA, eHAMS Cost Savings Value, development profitability prospect of -HAMS.

Early detection of project risk is also made possible.

33
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Health Workers' Distribution fore-HAMS Users'
Preliminary Needs Assessment

B Accountant @ Nurse
5% O Nurse @ Doctor
[ Cashier, 18% O Pharmacist
17% .
O Auditor
B Technologi ® Doctor B Technologist
14% O Pharmacist 22% @ Cashier
O Auditor 11% B Accountant
13%

Figure 3: Pie-chart showingthe distribution of eHAMS 6 Needs Assessment Respon

= Yes = No

Figure 4: e-HAMS Preliminary NeedsAssessment Result

Factors Limiting Extensive use of e/m-Health Technologies
in Low-and-Middle-Income Economies

m High Cost  ®Low Quality mInsecurity Lack of Privacy  ® Technical know-how

350

300

250

200

150

100

50

Figure 5: Chart Showing the Factors Limiting Extensive Use of HealtfTechnologies in Low and Middle-Income
Economies

34



Anal e. Seria | nfonaoag i

Annals. Computer Science Series" Tome ' Fasci 2018

ct. Vol X VI

fab )
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Controll i brorect and Availability of Software
outroting the Froje Development Environment (SDE)
Plan Data* * Actual Data * SDE
‘ Plan Actua SDE Plan Actual SDE Plan F; 1al SDE
Data Data Data Data Data Data
- SD .
Spectfication of Product Planning Product
QA Requirements Development Structure
A
Product Ad.mini‘stratic_m of
QA Assessment QA Requirement PfRﬂmT‘i‘
Result gats
Cenfiguration
< Structure
Q_A Product CM

Figure 6: The Underlying Architecture for the Integrated Development Plan of eHAMs

The Project Management (PM) module regulates the variety of development methodologies including
activities of initiating, planning andhonitoring the structured and objedriented system development.
development of ¢1AMS. It defines the framework,  The stepsinvolved include us er s 6 requi
cost / benefit analysis, phase review for compliance specificatiors gathering and analysis, program and
check with expected outcomes. On the other hand, system design, implementation, software integration,
System Development (SD) modulenages how the  testing and deployment.

e-HAMS is developed in terms of the require
activities and features. This module sees to-user i.
centric eHAMS requirement analysis, -ldAMS
design, software and hardware requirement analysis, At this foundational stage, the potential users of the
software architectural design and implementation, system were consulted in order to establish the
integration of eHAMS disconnected suflystems goals, requirements, and services that theuseds
anddeploymnt t o c | i e.TheQualitye n vrequire ramdeexpect from-lAMS through a ce
Assurance (QA)module #dows the system design  design approach. Requirement specifications for e
and associated componerits be validéed before HAMS involve the development and integration of
use. The activities, processemd products are the followinghealth applications

accessed before being accepted. Evaluation of 1. el ectroni ¢c patientsd

eeHA MS 6 regsimmest specifications

He

assessment reports is@zrried out by this module
Configuration Management  (CM) module
guarantees the unique identification of any e
HAMS® s f eat ur eand dhe seamiegs
collaboration of neighbor applicationgiowever,
speci fi c achangen srmanagement and
administration of the -€AMS are the key
characteristics of this module.

ti

2.

c. Development Life Cycle of HAMS

eHAMS was developed usingthe V-shaped
software development modal-modelwas adopted
in this study because it is -ci®sign friendly easyto
use and simplelt allows users of #IAMS to
participate in its design, development and
managemenprocesseslt also offerssupport fora

35

System (eHRMS): This systemis concerned
with an upto-date management of giiens 0
healthrecord andistory (biodata, family hedit
mestory r e c o diagsosis anplat i ¢
prescription history information) across
regional health facilities.

electronic Pharmacy Services Management
System (ePSMS) This systemis responsible
for the management ofecords ofpharmacy
operations and séces for example,drugs in
stock, drug sales, drug prescription and
administration all with its associated activity
timestamp.

electronic  Healthcare services Payment
Capturing System (BIPCS): Thissystemis
responsible tocapture payments for doctors
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visit, laboratory tests and drugs among other help in specifying the hardware and software

costorientedhospitalservices. requirements and also help in defining the overall
4. electronic Cash Flow Audit system -(e system architectureln this section,the unified
CFAudit): This system is saddledith the conceptual modeland the entity relationship model
ability to generate instant, time variant audit for some applications integrated ineeHAMS are
report personnel, patienailmentand financial presentedn Figures (712).
auditing) with detailed reports. For example,
this is required to determine the number of a. eHAMSO uni fied conceptt

visits a patient has made to a healthcare centre

between any two distinct periods and total Models are presented in figured T.

amount expended on drugs, visits and the

various doctors that she had comsdl This b. e-HAMS Database Management System

system is expected to facilitate the monitoring

and determination of financial transactions in SQLServer 2012 was used as the database

the healthcare system which in turn could be management system forHAMS development. In

generatedas a report at any required time. It Figure 12, the abridged Entity Relationship Diagram

curbs illicit financial recklessness and lack of (ERD) for the eHAMS is presented.

accountability or hidden flow of cash. Total

income between any two distinct periods is a iii. Implementation

click away. Total sales made by each unit of the

healthcare system can be easily determined and C# programming language was used to develop the

generated as a report when required. eHAMS in a Visual Studio 2015 integrated
5. electronic Personnel Record Maeanent development environment based on its prior system

System (6PRMS): This system maintaing- design. SQL Server 2012 express was used to design

to-date heath personnel recordsemployment the underlying metadata and database backend. e

history as well as track their activitieand HAMS composite aplications as presented in Table

specialities among other things to create a 1 were the actual applications developed at this

coordinated communication fern among stage. These healthcare systems were implemented

hospital departmentslt could ke used to as webbased but mobileompliant applications

evaluate health personnsl 6efficiency and accessible via personal digital assistants, tablets,

quality of rendered services. mobile phones and somewoconfiguration mobile
The following technical requirements were devices. Sample implementation interfaces are
identified: presented in Figures (4AL).

1. Two-stage security authentication procedure:
To guide againstunauthorized access and Tablel:eHAMS® | ntegrated Healthc:

malicious attacksto the backenddata, a Management Systems
combined RSA andtleast Significant Bit (LSB) eHRMS
steganecryptographic security algorithmvas e-CFAudit
adopted eHAMS ePRMS

2. Privacy of data (only the right hospital e-PSMS
personnel shoul d have acjcess t|leHPQBat i ent s O

records)was ensuretb enhance confidentiality
of patients andpersonnel recordsia a row-
level anonymize@ncryptednechanism

ii. Designof eHAMS

Based on the earlier identified requirement
specifications, design of-lHAMS was prepared to
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Figure 13 Sample eH R M SObctor's interface
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Figure 16: ePSMS Sample Interface
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100 100 50 0
2 Albuterol 200 1} 200 &0 1}
3 Ciprotab 200 0 200 40 0
4 paracetamol 200 0 200 &0 0
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Figure 17: e-CFAudit Sample Stock Interface
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Figure 18: Patient Registration Interface
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Figure 19: Sample Patients' Diagnosis and Prescription Record
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Figure 20: Samplee-CFAudit Auditing Process ofloctorsd a n d
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The Patients Diagnosis Record (figure 1Bhis
contains doctords

with  details including consultation charges,

based migrations are possible middleincome

d i a g n dhealtheare hserside® delivery f endranmdénissp at i e

tested, a computer with Windows 7 Ultimate-§4

symptoms, diagnosis, prescription and date of the operating system, AMD Athlon (tm) X2 DualCore

diagnosis.

iv. Software integration

At this stage, ¢41RMS, CFAudit, ePRMS, ePSMS
and eHPCS developed at therevious stage were
integrated togethdghrough a common web interface
and taggedse-HAMS.

V. Testing
User so eof a-HAMSE twasoaonducted in

terms of cossavings quality assurance, ease of use,
security, privacy,user friendliness, user interface
design availability, reliability.

Vi, Deployment

e-HAMS is available as an intranet systémlow-
income settingseven though, internet and cloud

T3200 central processing unit, a speed of 2.2GHZ,
6GB random access memory and 500GB hard disk
drive is capable to host-ldAMS as an intranet
server.

4 RESULT AND DISCUSSIONS

The 400 health workers that earlier conducted e
HAMS® s needs wae seguestedndon t
evaluate the posiplementation performance of e
HAMS in terms of the aforementioned metrics.
Using simple percentages to analyze thser
evaluation datait was observedrom the results
obtainedas preserd in Figure22 that the cost
savings benefit of €IAMS is rated a6%, quality
assurance (86%), security (89%), privacy (90%),
user interface design (82%), user friendliness (76%),
ease of use (78%availability (90%) andeliability
(92%).

Figure 21: Integrated eHAMS interface
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