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ABSTRACT: The general acceptance of mobile phones has 

resulted to a noticeable increase in sending of Short 

Message Service (SMS) messages. Messages through SMS 

have been considered as a rapid method of communication 

due to its stress-free approach and low cost, as a result, SMS 

has been targeted for several forms of threats, one of these 

is spamming. The SMS spam is unsolicited or undesirable 

message sent to many mobile phone users, and cause many 

problems like displeasure, consumption of network 

bandwidth, scam and theft of personal information and  

malware installation. Feature extraction is a significant 

phase of SMS Spam detection, the extraction of features in 

SMS involves a process of reduction of an initial set of raw 

features into to more manageable forms for classification 

process. This paper conducted a literature review on some 

of the commonly used feature extraction techniques for 

SMS Spam detection system. A contribution was made on 

how these techniques can be further improved in order to 

develop robust SMS Spam detection system. 

KEYWORDS: Feature Extraction, Network Bandwidth, 

Short Message Service, Spam SMS 

 

1. INTRODUCTION 

 

The SMS remains one of the most popular means of 

communicating people through mobile devices or 

internet connected computers [1]. SMS technology 

was developed out of the GSM, the communications 

standard, an internationally accepted cell phone 

network specification [2]. SMS is extensively used 

worldwide, this is due to the high response rate, secure 

nature, personal service and lowest price cost [3]. 

SMS is the most powerful tool in terms of 

communication especially for huge numbers of 

individuals using mobile phones [4], where 

transmission of messages must occur respect to the 

communication standard protocols. SMS has grown 

beyond traditional texting and is now being used in 

different authentication domains such as mobile 

banking, one time password delivery, information 

retrieval systems, smart phone configuration, Over-

The-Air (OTA) configuration and social web site 

alerts [5].  

The increase has unnecessarily allowed spammers to 

send spam SMS sometimes referred to as a junk SMS 

and also caused SMS spam message problem just as in 

the instance of spam e-mails [6]. Some challenges 

have been traceable to SMS in the mobile 

communication world despite the different benefits 

associated with SMS [7]. SMS Spam refers to the 

unsolicited and unwanted SMS usually conveyed to a 

large number of recipients [8]. Spam is usually sent in 

bulk for commercial or other purposes and 

indiscriminately [9]. In the society today, the bulk of 

SMS messages received by mobile phones are 

unfortunately disturbing spam messages such as credit 

opportunities of banks, promotion and discount 

announcements of stores, and new tariffs of 

communications service providers [10]. SMS 

spamming has attracted much attention over other 

spamming techniques such as email due to the 

increasing popularity of communication through the 

use of SMS [11]. It has constituted a major threat to 

the subscribers of mobile phones given its pervasive 

nature. It suffers substantial cost based on the loss of 

productivity, network bandwidth usage and raid of 

personal privacy. Mobile spam frustrates the mobile 

phone users just like email spam, it causes new societal 

frictions to mobile handset devices.  

The feature extraction phase has been identified by 

researchers to be one of the  key steps in Spam SMS 

detection system [1]. Feature extraction is a reduction 

approach in which an initial set of raw data is reduced 

to more manageable forms before  processing [12]. 

The extraction of feature produces an approximation 

to original feature in fewer dimensions, while still 

maintaining same structure of original features [13]. A 

number of feature types in SMS spam filtering have 

been encountered in different methods, which have 

also resulted into diverse level of accuracies. A content 

feature usually consists of spam keywords, URL links, 

monetary value, special characters, emotion symbols 

and function words. Non-content features consider 

message metadata such as length, the number of 

characters, white spaces, the number of terms, date, 

time and location wise [14]. Vast amount of text 

classification studies make use of the bag-of-words 

model to represent text documents where the exact 

ordering of words, or terms, in the documents is 

ignored but the number of term occurrences is 

considered.  

This paper performed a general review on some 

commonly feature extraction techniques used for SMS 

Spam detection system. The study concluded by 
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giving a suggestion on how these techniques can be 

further enhanced to develop an effective SMS Spam 

detection system. 

 
2. SMS SPAM DETECTION TECHNIQUES 

 

The common techniques used to detect spam include 

the following: 

2.1 Listing Approach 

In this approach, the senders in a black list are 

considered as spammers, and therefore their messages 

are completely blocked [11]. The messages from 

senders in a white list (such as the address book, or the 

provider itself Hotmail) are considered genuine or 

authentic, and thus delivered. Blacklist and Whitelist 

are phone number lists of spam SMS senders and 

trustful senders respectively [15]. The Blacklist 

method is exclusion and SMS users in Blacklist are not 

allowed to send any SMS.  The Whitelist method is 

inclusion, which is typically used for confirming legal 

SMS [16]. SMS users in Whitelist are not limited to 

send SMS and SMS sent out are approved as normal 

SMS. 

2.2 Content-Based Approach 

The content-based technique identifies words or 

patterns of a message which are defined either 

legitimate mail or spam [17]. The legitimate mails are 

listed in a whitelist and spam is listed in a blacklist. 

The e-mail message is then analyzed against the lists 

and legitimate e-mails are allowed while spam mails 

are blocked [18]. The approach is a rule based 

classification that uses pattern recognition algorithm 

such as Bayesian, Support Vector Machines (SVM), 

Decision Tree, Hidden Markov Model (HMM) and K-

Nearest Neighbor (KNN) to distinguish between spam 

and Ham messages. Unfortunate scenario in this 

technique is that if the context of the e-mail is not taken 

into consideration, some legitimate e-mail may be 

blocked or blacklisted. Content based filtering is based 

on the contents of SMS like spam words, unusual 

distribution of punctuations and message length [19].  

2.3 Heuristic Approach  

The method of creating a content-based spam filters 

manually by hand engineering the set of attributes that 

define spam messages is known as heuristic filters 

[20], and some general filters like Spam Assassin have 

been based on this idea for years. This can also be built 

by using machine learning techniques on a set of pre-

classified messages [21].  

2.4 Collaborative Filtering Approach 

The collaborative content filtering takes a server-based 

approach to combating SMS spam by collecting 

millions of messages from users around the world [11]. 

It may also combine the collection of classifying 

power and accuracy from a community of users to 

form a super-classifier. 

 

3. RELATED WORK 

 

[23] improved the accuracy of the classification by 

extracting more number of header features. The 

implementation of an adaptive and collaborative 

technique was achieved by employing machine 

learning and cluster computing for fast classification 

of emails as SPAM or HAM. Adaptive approach was 

applied to produce new rules for classification and 

cluster approach for parallel computing power to 

increase computational speed. The collaborative 

approach created a parallel environment where 

multiple anti-spam techniques and divided test corpora 

were used as input. Spam Assassin dataset was used 

for system evaluation. The false positive and false 

negative percentage were recorded and the accuracy 

was calculated.  

[24] suggested a boosting method for SMS spam 

detection system, which used a gentle boost algorithm 

for classification. The output revealed that this 

technique is one of the best approaches towards spam 

filtration to be considered as optimization for better 

performance in the SMS text context. The purpose is 

that it works better for unbalanced data. Also, the study 

showed that by removing unused word attributes and 

optimizing them can reduce the number of features 

impressively without reducing accuracy.  

[25] focused on the classification of text like tree 

architecture. Independent Component Analysis (ICA) 

algorithm and Neural Network algorithm were used 

for the text classification to prevent the user from 

unwanted spam messages. The system produced an 

alternative solution using a neural network classifier 

on a corpus of SMS received by the researchers who 

conducted this investigation. The dataset for the 

system used descriptive attributes of words, symbols 

and SMS that are commonly used by users to correctly 

identify spam received in inboxes.   

[26] applied shape-based feature to recognize the 

characters in the images and identified whether an 

image is Ham or Spam. The study elaborated on the 

methods of visual feature extraction (Text layout 

analysis) and the details of the algorithms used for 

Image Ham/ Spam detection. The score and 

performance metrics of the identified images were 

provided which was the experimental results. The 

overall efficiency of the proposed system presented 

result above 90%.   

[27] came up with a novel feature extraction approach 

in SMS spam filtering for mobile communication. 

One-dimensional ternary patterns was introduced to 

obtain features from SMS messages in the feature 

extraction stage. The text message was converted to 

their UTF-8 values. Later, each character (its UTF-8 
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value) in the message was compared with its 

neighbors. Five machine learning algorithms; bayesian 

network, naïve bayes, radial basis feed forward neural 

network, k-nearest neighbors, and random forest were 

employed to classify these features. The evaluation of 

the system was done with three different SMS corpora 

datasets. Determining the optimal parameters of 1D-

TP was a challenge. [10] analysed the impact of 

several feature extraction and feature selection 

approaches on filtering of short message service 

(SMS) spam messages in two different languages, 

namely Turkish and English. The complete feature set 

of filtering framework was made up of the features 

originated from the bag-of-words (BoW) model along 

with the ensemble of structural features (SF) specific 

to spam problem. The distinctive BoW features were 

identified using information theoretic feature selection 

methods. Several combinations of the BoW and SF 

were then fed into extensively used pattern 

classification algorithms to classify SMS messages. 

The filtering framework was evaluated on Turkish and 

English SMS message datasets. The experimental 

result on the datasets showed that the combinations of 

BoW and SFs, rather than BoW features alone gave 

better classification performance on the two datasets.  

[19] performed a systematic literature survey on SMS 

spam detection systems. The study considered the 

available published research from 2006 to 2016. 

Seventeen papers were chosen for the study and 

review was done on techniques, approaches and 

algorithms, advantages and disadvantages, evaluation 

measures, discussion on datasets and finally result 

comparison of the studies. Although, the SMS spam 

detection techniques are more challenging than email 

spam detection techniques because of the regional 

contents, use of abbreviated words, unfortunately none 

of the existing research addresses these challenges. 

There is a huge scope of future research in this area 

and this survey can act as a reference point for the 

future direction of research. 

 

4. SUMMARY AND DISCUSSION 

 

In the technological world, the wireless 

communication era, the SMS has been discovered to 

be one of the easiest and affordable communication 

channels. In spite of all the benefits from SMS, there 

is still a major challenge of SMS spam. The spam 

messages are not only a serious concern in the mobile 

communication, but also a trouble in e-mail 

communication on the internet. Many techniques have 

been developed and successfully employed in filtering 

spam e-mails. The SMS spam problem is increasing 

day by day, a number of methods like blacklisting, 

statistical methods that are based on the frequency of 

occurrence of words or characters and machine 

learning methods have been proposed by researchers.  

The feature extraction is considered as a predominant 

phase in SMS spam detection which also similar to 

spam e-mail filtering.  

The feature extraction produces an approximation to 

original feature in fewer dimensions, while still 

maintaining same structure of original features. On the 

other hand, unlike to emails, it is very hard to extract 

relevant features in SMS messages, because they are 

generally short and may contain many abbreviations. 

The extraction of feature only take into consideration 

the linear reduction of the original features from SMS. 

It is necessary to look into the discriminant features to 

be used for SMS Spam filtering. Hence, there is need 

to introduce a robust feature selection algorithms 

together with feature extraction in order to produce 

effective SMS Spam detection algorithms. 

 Among several techniques of feature selection 

techniques, metaheuristic optimization algorithms 

which mostly are nature inspired such as firefly, Ant 

Colony Optimization, Artificial Bee Optimization, 

Cuckoo, Simulated Annealing, Particle Swarm 

Optimization, Lion Optimization, Genetic Algorithm 

and Gravitational Search Algorithm have been proved 

to be effective technique for obtaining the most 

relevant features. In future work, the development of 

SMS Spam detection should introduce the 

aforementioned metaheuristic techniques for 

improvement purpose. 

 

CONCLUSION 

 

The upturn in mobile communication technology 

produces numerous effects to human life.  One of the 

usefulness is SMS communication, which is one of the 

most prevalent communication methods nowadays. 

Similar to other general communication techniques, 

SMS also suffers from spam messages. The total ratio 

of SMS spam to overall SMS traffic is increased every 

day. SMS spams do not only take the time of users, but 

also takes significant part of mobile traffic. Several 

SMS Spam detection techniques have been proposed 

by researchers. In SMS Spam detection, feature 

extraction is a core step which precedes the 

classification stage. This paper performed a general 

literature review on some existing feature extraction 

methods used in SMS Spam filtering system. An 

enhancement approach of SMS Spam detection was 

suggested for further work. 

 

REFERENCES 

 

[1] N. G. Jameel, “SMS SPAM Detection Using 

Association Rule,” J. Theor. Appl. Inf. Technol., 

vol. 96, no. 12, pp. 3962–3972, 2018. 

[2] V. K. Katankar, “Short Message Service using 

SMS Gateway,” Int. J. Comput. Sci. Eng., vol. 2, 

no. 5, pp. 1487–1491, 2010. 



Anale. Seria Informatică. Vol. XVIII fasc. 1 – 2020 
Annals. Computer Science Series. 18th Tome 1st Fasc. – 2020 

121 

[3] Choudhary and A. K. Jain, “Towards filtering 

of SMS Spam Messages using Machine Learning 

Based Technique,” in Communications in 

Computer and Information Science, 2017, vol. 

712, pp. 18–30. 

[4] P. Nivaashini, M., Soundariya, R. S, 

Kodiieswari, A. & Thangaraj, “SMS Spam 

Detection Using Neural Network Classifier,” Int. 

J. Pure Appl. Math., vol. 119, no. 18, pp. 2425–

2436, 2018. 

[5] A. Mizuki, T. Matsumoto, T. Uemura, and S. 

Kichimi, “Improving SMS Processing Power for 

the Increasing Smartphone Demand,” NTT 

DOCOMO Tech. J., 14, (4), pp. 60–62, 2013. 

[6] W. N. Gansterer, A. G. K. Janecek, and R. 

Neumayer, “Spam filtering based on latent 

semantic indexing,” in Survey of Text Mining II: 

Clustering, Classification, and Retrieval, 2008, 

pp. 165–183. 

[7] M. Abdulhamid, M. Shafie, A. Latiff, H. 

Chiroma, and O. Osho, “A Review on Mobile 

SMS Spam Filtering Techniques A Review on 

Mobile SMS Spam Filtering Techniques,” no. 

February, 2017. 

[8] T. M. & Mahmoud and A. M. Mahfouz, “SMS 

Spam Filtering Technique Based on Artificial 

Immune System,” Int. J. Comput. Sci. Issues, vol. 

9, no. 2, pp. 589–597, 2012. 

[9] N. Chaudhari, P. Jayvala, and P. Vinitashah, 

“Survey on Spam SMS filtering using Data 

mining Techniques,” Ijarcce, vol. 5, no. 11, pp. 

193–195, 2016. 

[10] A. K. Uysal, S. Gunal, S. Ergin, and E. S. 

Gunal, “The Impact of Feature Extraction and 

Selection on SMS Spam Filtering,” Elektron. IR 

ELEKTROTECHNIKA, 19, (5), pp. 67–72, 2014. 

[11] T. Subramaniam, H. A. Jalab, and A. Y. Taqa, 

“Overview of textual anti-spam filtering 

techniques,” Int. J. Phys. Sci., vol. 5, no. 12, pp. 

1869–1882, 2010. 

[12] R. Kaur and R. Rajput, “Face recognition and 

its various techniques : a review,” Int. J. Sci. Eng. 

Technol. Res., vol. 2, no. 3, pp. 670–675, 2013. 

[13] S. Telgaonkar, A. H & Deshmukh, 

“Dimensionality Reduction and Classification 

through PCA and LDA,” Int. J. Comput. Appl., 

vol. 122, no. 17, pp. 4–8, 2015. 

[14] K. Zainal, N. F. Sulaiman, and M. Z. Jali, “An 

Analysis of Various Algorithms For Text Spam 

Classification and Clustering Using RapidMiner 

and Weka,” Int. J. Comput. Sci. Inf. Secur., vol. 

13, no. 3, pp. 66–74, 2015. 

[15] H. Sajedi, G. Zarghami Parast, and F. Akbari, 

“To cite this article: Hedieh Sajedi, Golazin 

Zarghami Parast, Fatemeh Akbari. SMS Spam 

Filtering Using Machine Learning Techniques: A 

Survey,” Mach. Learn. Res., nr.1, pp. 1–14, 2016. 

[16] M. E. Boujnouni, “SMS Spam Filtering Using N-

gram method, Information Gain Metric and an 

Improved Version of SVDD Classifier,” J. Eng. 

Sci. Technol. Rev., vol. 10, no. 1, pp. 131–137, 

2017. 

[17] T. H. Pham and P. Le-Hong, “Content-based 

approach for Vietnamese spam SMS filtering,” 

Proc. 2016 Int. Conf. Asian Lang. Process. IALP 

2016, pp. 41–44, 2017. 

[18] D. N. Sohn, J. T. Lee, and H. C. Rim, “The 

contribution of stylistic information to content-

based mobile spam filtering,” ACL-IJCNLP 2009 

- Jt. Conf. 47th Annu. Meet. Assoc. Comput. 

Linguist. 4th Int. Jt. Conf. Nat. Lang. Process. 

AFNLP, Proc. Conf., pp. 321–324, 2009. 

[19] L. N. Lota and B. M. Hossain, “A Systematic 

Literature Review on SMS Spam Detection 

Techniques,” Int. J. Inf. Technol. Comput. Sci., 

vol. 9, no. 7, pp. 42–50, 2017. 

[20] J. M. G. Hidalgo, G. C. Bringas, E. P. Sánz, and 

F. C. García, “Content based SMS spam 

filtering,” in Proceedings of the 2006 ACM 

Symposium on Document Engineering, DocEng 

2006, 2006, pp. 107–114. 

[21] N. Khan, M. Kaur, R. Panchal, P. K. Rai, and 

N. Rathod, “Heuristic Based Approach for 

Fraud,” Int. J. Innov. Res. Comput. Commun. 

Eng., vol. 6, no. 2, pp. 908–911, 2018. 

[22] S. M. Habib, S. Ries, and M. Max, “Towards a 

Trust Management System for Cloud Computing 

Marketplaces : using CAIQ as a trust information 

source,” Secur. Commun. Networks, pp. 1–18, 

2010. 

[23] A. S. Rajput, J. S. Sohal, and V. Athavale, 

“Email Header Feature Extraction using Adaptive 

and Collaborative approach for Email 

Classification,” Int. J. Innov. Technol. Explor. 

Eng., vol. 8, no. 7, pp. 158–164, 2019. 

[24] F. Akbari and H. Sajedi, “SMS spam detection 

using selected text features and Boosting 

Classifiers,” in 2015 7th Conference on 

Information and Knowledge Technology, IKT 

2015, 2015, pp. 1–5. 

[25] A. Anchal, & Sharma, “SMS Spam Detection 

Using Neural Network Classifier,” Int. J. Adv. 

Res. Comput. Sci. Softw. Eng., vol. 4, no. 6, pp. 

240–244, 2014. 

[26] M. Mallikka, R. & Balamurugan, “Shape Based 

Feature Extraction in Detection of Image Email,” 

J. Phys. Conf. Ser., pp. 1–10, 2018. 

[27] O. F. Kaya, Y., & Ertugrul, “A novel Feature 

Extraction Approach in SMS Spam Filtering for 

Mobile Communication: One-Dimensional 

Ternary Patterns,” Secur. Commun. Networks, 

vol. 9, pp. 4680–4690, 201 


